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Smart unclonable tags for cyber physical security
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Abstract

Nowadays, there is an increasing need for novel technical solutions for the authentication,
identification and traceability of goods. Physical Unclonable Functions (PUFs) are the basis for highly secure
anti-counterfeiting systems [1]. A PUF key is a physical manifestation of a cryptographic key, it is randomly
generated and impossible to counterfeit.

Soft materials and, among them, liquid crystals are suitable candidates for the creation of PUFs since
they are excellent optical materials capable to self-assemble in complex photonic structures and self-repair
[2]. Here, we report on the possibility to obtain randomly generated photonic tags by using dye doped liquid
crystal droplets encapsulated in a fluid matrix or in a thin solid film.
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